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DETAILED ACTION 

1 . This office action is in response to the communication filed on 12/09/2009. 

2. The prior office actions are incorporated herein by reference. In particular, the 
observations with respect to claim language, and response to previously presented arguments. 

3. Claims 1, 3-4, 6, 8-14, 16-21 and 23-26 are pending. 

4. Claims 1, 3-4, 6, 8-14, 16-21 and 23-26 are allowed. 

RESPONSE TO ARGUMENTS 

5. The applicant's arguments regarding 35 USC 101 type rejection of claim 25 are fully 
considered. The previous 35 USC 101 type rejections are withdrawn because of the 
amendments made to the claim 25. 

6. The applicant's arguments regarding provisional obviousness type double patenting 
rejections are fully considered. Upon further consideration, the previous obviousness type 
double patenting rejections are withdrawn based on the applicant's arguments, and the 
amendments made to the claims. 

7. The applicant's arguments regarding 35 USC 102(e) and 103(a) type rejections are 
fully considered, and found persuasive, therefore, the previous 35 USC 102(e) and 103 (a) 
type rejections are withdrawn. 

EXAMINER 'S REASONS FOR ALLOWANCE 

8. The following is an examiner's statement of reasons for allowances: 
Independent claims 1 and 21 are patentable over the cited prior arts because they do 

not anticipate nor fairly and reasonably teach independently or in combination, a method 
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comprising besides other limitations: assigning a document retention policy to the electronic 
document, the document retention policy being derived from a recurring cut-off retention 
schedule specifying cut- off periods, each cut-off period having a respective document 
retention duration associated therewith and corresponding to a respective maximum off-line 
period of a client, wherein the maximum off-line period expires a predetermined period of 
time after a beginning of its cut-off period; and encrypting the electronic document using 
cryptographic keys associated with particular cut-off periods, associated retention durations, 
and corresponding maximum off-line periods, wherein the encrypting is based on the 
document retention policy such that the electronic document can be cryptographically 
accessed using the cryptographic key during retention durations and prior to the expiration of 
the maximum off-line period of the client. 

In particular, patentability exists, at least in part, with the recitation of the document 
retention policy being derived from a recurring cut-off retention schedule specifying cut- off 
periods, each cut-off period having a respective document retention duration associated 
therewith and corresponding to a respective maximum off-line period of a client; and 
wherein the cryptographic keys are associated with particular cut-off periods, associated 
retention durations, and corresponding maximum off-line periods, and the electronic 
document can be cryptographically accessed using the cryptographic key during retention 
durations and prior to the expiration of the maximum off-line period of the client. Although 
the closest cited prior art Shapiro et al does teach a document control system comprising use 
of offline access information, policy/ permission associated with a document, and expiring of 
the document access key, Shapiro et al fails to disclose the invention set forth by the claim 
languages as whole. For example, Shapiro et al fails to disclose the document retention 
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policy being derived from a recurring cut-off retention schedule specifying cut- off periods, 
and wherein the cryptographic keys are associated with particular cut-off periods, associated 
retention durations, and corresponding maximum off-line periods. 

Independent claim 10 is patentable over the cited prior arts because they do not 
anticipate nor fairly and reasonably teach independently or in combination, a method 
comprising besides other limitations: associating a document retention policy with a first 
document retention key, wherein the document retention policy specifies a document 
retention duration that expires a predetermined period of time after a beginning of a cut-off 
period of a recurring cut-off retention schedule; and generating a next document retention 
key to be used to encrypt the electronic document during a next cut-off period, the next 
document retention key having a document retention duration associated therewith and 
corresponding to a maximum off- line period of a client; and notifying the client of the next 
document retention key, the electronic document being cryptographically accessible only 
during document retention durations and prior to the expiration of the maximum off-line 
period of the client using a cryptographic key associated with particular cut-off periods, 
associated retention durations, and corresponding maximum off-line periods. 

In particular, patentability exists, at least in part, with the recitation of the next 
document retention key having a document retention duration associated therewith and 
corresponding to a maximum off- line period of a client; and the electronic document being 
cryptographically accessible only during document retention durations and prior to the 
expiration of the maximum off-line period of the client using a cryptographic key associated 
with particular cut-off periods, associated retention durations, and corresponding maximum 
off-line periods. Although the closest cited prior art Shapiro et al does teach a document 



Application/Control Number: 10/815,229 Page 5 

Art Unit: 2436 

control system comprising use of offline access information, policy/ permission associated 
with a document, and expiring of the document access key, the combination of the cited prior 
arts Batten-Carew et al-Shapiro et al fails to disclose the invention set forth by the claim 
languages as whole. For example, combination of the cited prior arts Batten-Carew et al- 
Shapiro et al fails to disclose the document retention policy being derived from a recurring 
cut-off retention schedule specifying cut- off periods, each cut-off period having a respective 
document retention duration associated therewith and corresponding to a respective 
maximum off-line period of a client; and wherein the cryptographic keys are associated with 
particular cut-off periods, associated retention durations, and corresponding maximum off- 
line periods. 

Independent claim 13 is patentable over the cited prior arts because they do not 
anticipate nor fairly and reasonably teach independently or in combination, a method 
comprising besides other limitations: assigning a document retention policy to the electronic 
document; and obtaining a retention access key, the retention access key being used to 
associate a document retention duration of the document retention policy having a cut-off 
period and a maximum off-line period of a client associated therewith with the secured 
electronic document, wherein the maximum off-line period expires a predetermined period of 
time after a beginning of the cut-off period, the retention access key being usable during the 
document retention duration following a beginning of its respective cut-off period of a 
recurring cut-off retention schedule, the secured electronic document being cryptographically 
accessible only during the document retention duration and prior to the expiration of the 
maximum off-line period of the client; and storing the secured electronic document, the 
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secured electronic document being cryptographically accessible only during the document 
retention duration and prior to the expiration of the maximum off-line period of the client. 

In particular, although the closest cited prior art Shapiro et al does teach a document 
control system comprising use of offline access information, policy/ permission associated 
with a document, and expiring of the document access key, the combination of the cited prior 
arts Batten-Carew et al-Shapiro et al fails to disclose the retention access key being used to 
associate a document retention duration of the document retention policy having a cut-off 
period and a maximum off-line period of a client associated therewith with the secured 
electronic document, wherein the maximum off-line period expires a predetermined period of 
time after a beginning of the cut-off period, the retention access key being usable during the 
document retention duration following a beginning of its respective cut-off period of a 
recurring cut-off retention schedule. 

Independent claim 16 is patentable over the cited prior arts because they do not 
anticipate nor fairly and reasonably teach independently or in combination, a method 
comprising besides other limitations: assigning a document retention policy to the electronic 
document; and obtaining a retention access key, the retention access key being used to 
associate a document retention duration of the document retention policy having a cut-off 
period and a maximum off-line period of a client associated therewith with the secured 
electronic document, wherein the maximum off-line period expires a predetermined period of 
time after a beginning of the cut-off period, the retention access key being usable during the 
document retention duration following a beginning of its respective cut-off period of a 
recurring cut-off retention schedule, the secured electronic document being cryptographically 
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accessible only during the document retention duration and prior to the expiration of the 
maximum off-line period of the client; and obtaining an encrypted document key from the 
header portion of the secured electronic document; and decrypting the encrypted document 
key using the retention access key to produce a document key; and decrypting an encrypted 
data portion of the secured electronic document using the document key to produce a data 
portion 

In particular, although the closest cited prior art Shapiro et al does teach a document 
control system comprising use of offline access information, policy/ permission associated 
with a document, and expiring of the document access key, the combination of the cited prior 
arts Batten-Carew et al-Shapiro et al fails to disclose the retention access key being used to 
associate a document retention duration of the document retention policy having a cut-off 
period and a maximum off-line period of a client associated therewith with the secured 
electronic document, wherein the retention access key being usable during the document 
retention duration following a beginning of its respective cut-off period of a recurring cut-off 
retention schedule. 

Independent claim 25 is patentable over the cited prior arts because they do not 
anticipate nor fairly and reasonably teach independently or in combination, a method 
comprising besides other limitations: at least one of the cryptographic key pairs pertaining to 
a retention policy, the retention policy having document retention durations, each document 
retention duration having a respective cut off period associated therewith and corresponding 
to a respective maximum off-line period of a client, wherein the maximum off-line period 
expires a predetermined period of time after a beginning of its cut-off period; and wherein 
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the requestor requires the private key of the at least one of the cryptographic key pairs 
pertaining to the retention policy to access a secured electronic file, and wherein the secured 
electronic file was previously secured using the public key of the at least one of the 
cryptographic key pairs pertaining to the retention policy, and at the time the electronic file 
was secured, the public key was within its respective cut-off period and available for use, the 
secured electronic document being cryptographically accessible only during the retention 
durations and prior to the expiration of the maximum off-line period of the client. 

In particular, although the closest cited prior art Shapiro et al does teach a document 
control system comprising use of offline access information, policy/ permission associated 
with a document, and expiring of the document access key, the combination of the cited prior 
arts Batten-Carcw ct al-Shapiro et al fails to disclose the retention policy having document 
retention durations, each document retention duration having a respective cut off period 
associated therewith and corresponding to a respective maximum off-line period of a client, 
wherein the maximum off-line period expires a predetermined period of time after a 
beginning of its cut-off period; and the secured electronic document being cryptographically 
accessible through the public key only during the retention durations and prior to the 
expiration of the maximum off-line period of the client. 

Dependent claims are allowed because of their dependencies on the allowable 
independent claims. 



CONCLUSION 

9. Claims 1, 3-4, 6, 8-14, 16-21 and 23-26 are patentable. 
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10. Any comments considered necessary by applicant must be submitted no later than the 
payment of the issue fee and, to avoid processing delays should be clearly labeled 
"Comments on Statement of Reasons for Allowance." 

1 1 . Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shanto M Z Abedin whose telephone number is 571-272- 
3551. The examiner can normally be reached on M-F from 10:00 AM to 6:30 PM. If 
attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Moazzami Nasser, can be reached on 571-272-4195. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status information 
for unpublished applications is available through Private PAIR only. For more information 
about the PAIR system, see http://pair-direct.uspto.gov. Should you have questions on access 
to the Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 
(toll-free). 

Shanto M Z Abedin 
Examiner, A.U. 2436 



/Nasser Moazzami/ 

Supervisory Patent Examiner, Art Unit 2436 



